Certificate of Understanding

What I am certifying

I have read the SSA-FOLQ User Guide (Policy for Users) about the proper use of the SSA function in SHARE.  I fully understand my responsibilities and obligations for the proper handling of Social Security data entrusted to me, and VBA security policies related to that data.  The SSA User Guide and policy statement can be found at the following web site:  http://vbaw.vba.va.gov/bl/21/Publicat/Users/SSA/index.htm
I understand that as an authorized user of the access to SSA, I will be entrusted with data received from the Social Security Administration (SSA) that is protected by the Privacy Act, 5 U.S.C. 552a.

VA sanctions on individuals who violate access and disclosure provisions applicable to the Privacy Act

VA Handbook 6500, Information Security Program contains security policies to require Station Information Security Officers (ISO) to have procedures for monitoring and controlling employee access to veteran data [which includes SSA data].  The SSA Anomaly Reports (which include sensitive record violations to SSA inquiries) are available for review by the ISO for indications of security infractions.  ISOs, Privacy Officers and appropriate station managers will be investigating and taking appropriate measures to ensure future violations do not occur.  If a thorough investigation by ISOs, Privacy Officers and appropriate station managers shows that a violation of the Privacy Act has occurred, disciplinary or adverse action will be taken, based on the Range of Penalties for Stated Offenses (MP 5, Part 1, Chapter 752, Appendix D, dated December 31, 1998).

I certify that I both understand and agree to the policies and procedures required of me as a user of SSA data.  I also understand and agree that any violation of trust may result in disciplinary, adverse, or legal action.
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